
Service Agreement 

Revised: September 3, 2024 

This Service Agreement (this “Agreement”) is entered into by and between Payment Pro Logistics, 

LLC, a California limited liability company doing business as Payment Labs 

(“Payment Labs”) and the company identified in the Order Form (“Company”) as of the Effective 

Date indicated on the Order Form. Payments Labs and Company may each individually be referred 

to herein as a “Party”, and collectively referred to herein as the “Parties”. 

WHEREAS, Payment Labs provides a technology solution to assist users (“Users”) through a web-

based application to create, track, and manage the status of payments to Users (the 

“Services”). 

WHEREAS, Company desires to engage with Payment Labs to provide the Services, and Payment 

Labs is willing to provide the Services, under the terms and conditions hereinafter set forth. 

NOW, THEREFORE, in consideration of the mutual covenants and agreements hereinafter set forth 

and for other good and valuable consideration, the receipt and sufficiency of which are hereby 

acknowledged, Payment Labs and Company agree as follows: 

Company’s execution of one or more Order Forms that incorporate this Agreement by reference 

indicates Company’s acknowledgement and acceptance of the terms herein. As used herein, the term 

“Agreement” shall include all Order Forms, exhibits, policies, schedules, and documents 

incorporated herein by reference. 

1.        Services. Payment Labs shall provide to the Company the Services. The Services shall be 

provided subject to the Terms of Service, attached hereto as Exhibit A (the “Terms of 

Service”), which Terms of Service are incorporated herein by reference. To the extent that 

any conflict arises between this Agreement and the Terms of Service, the terms of this 

Agreement shall control. 

To the extent that Payment Labs provides or makes available Identity Verification Services 

(as defined in Exhibit D) to Company, said Identity Verification Services shall be provided 

in accordance with and shall be subject to the Identity Verification Services Terms attached 

hereto as Exhibit D. 

For avoidance of doubt, the Services shall not include direct payments to Users. Payment 

Labs has engaged a reputable and properly licensed third-party payment service provider as 

an Accounts Payable Automation Platform to manage direct payments to Users (the “MT 

Services”).  

2.     Company Obligations. Company shall: 

2.1  Respond promptly to any reasonable requests from Payment Labs for instructions, 

information, or approvals required by Payment Labs to provide the Services. 



2.2  Provide Payment Labs the following information, to the extent needed by Payment Labs or 

Payment Labs’ service provider to verify Company’s identity and compliance with the USA 

PATRIOT Act (the Bank Secrecy Act) (“PATRIOT Act”) and all rules and regulations 

promulgated under the PATRIOT Act or by any other regulatory (including self- regulatory) 

agency that purports to have jurisdiction over Company or any of Company’s affiliates: (i) 

proof of existence and address, (ii) taxpayer identification number, (iii) proof of ownership 

and control, (iv) nature of business and source of funds, (v) e-mail address, and (vi) any 

other information reasonably requested by Payment Labs or Payment Labs’ service 

provider. 

2.3  Be prohibited from analyzing, modifying, adapting, disassembling, reverse engineering, or 

creating derivative works based on, the Services and any Deliverables (as defined below), 

or otherwise exploiting any Intellectual Property Rights (as defined below) therein. 

3. Fees and Expenses. 

3.1 In consideration of the provision of the Services by Payment Labs and the rights granted to 

Company under this Agreement, Company shall pay the fees set forth in the Order Form in 

accordance with the payment terms specified therein. Fees are non-refundable. Fees 

described in the Order Form may be increased upon each automatic renewal thereof in 

accordance with the terms therein. 

Fees for different payment types shall be as set forth in the Order Form. In addition, Payment 

Labs may, at its sole discretion, add and set the fees for new payment types (the “New 

Payment Types”). Payment Labs will provide Company with notice of the addition of any 

New Payment Types (e-mail notice or conspicuous notice on the Payment Labs website or 

app being sufficient). Company understands and agrees that New Payment types will 

immediately become available for use by Company’s payees, and Company hereby agrees 

to pay all fees for New Payment Types or have them deducted from payee payments in 

accordance with the terms set forth in the Order Form. Company may opt out of allowing 

its payees to use New Payment Types by providing written notice to Payment Labs at 

customersuccess@paymentlabs.io. 

 

Company shall be responsible for all fees, including but not limited to fees that Company 

elects to have deducted from payee payments (if the fee is unable to be deducted), returned 

payment fees, cancellation fees, and others. Company’s election to pass fees along to its 

payees or have fees deducted from payee payments does not release Company from its 

obligation to pay all fees. 

3.2 Except for invoiced payments that the Company has successfully disputed, all late payments 

shall bear interest at the highest rate permissible under California law, calculated daily and 

compounded monthly. In addition to all other remedies available under this Agreement or at 

law (which Payment Labs does not waive by the exercise of any rights hereunder), Payment 
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Labs shall be entitled to suspend the provision of any Services if the Company fails to pay 

any undisputed amounts when due hereunder and such failure continues for thirty (30) days 

following written notice thereof. 

4. Limited Warranty. 

4.1 Subject to the warranties set out in Section 8.2, the Parties acknowledge and agree that the 

Services are provided “as is” without warranties of any kind, either expressed or implied, 

including, but not limited to, the implied warranties of merchantability and fitness for a 

particular purpose, and warranties of non-infringement. Payment Labs does not represent or 

warrant that content or information provided through the Services are accurate, complete, 

reliable, current, or error-free. Payment Labs does not represent or warrant that the Services 

are free of viruses or other harmful components and, therefore, Company should use industry 

recognized software to detect and remove viruses from any download. No advice or 

information, whether oral or written, obtained by Company from Payment Labs or through 

the Services shall create any warranty not expressly stated herein. 

5. Intellectual Property; Content. 

5.1 All intellectual property rights, including copyrights, patents, patent disclosures, and 

inventions (whether patentable or not), trademarks, service marks, trade secrets, know-how, 

methods, processes and other confidential information, trade dress, trade names, logos, 

corporate names, and domain names, together with all of the goodwill associated therewith, 

derivative works, and all other rights (collectively, “Intellectual Property Rights”) in and 

to all documents, work product, and other materials that are delivered to or accessible by 

Company under this Agreement or prepared by or on behalf of Payment Labs in the course 

of performing the Services (collectively, the “Deliverables”) shall be owned by Payment 

Labs. 

5.2.        If applicable, Payment Labs hereby grants Company a license for the term of this Agreement 

to use the Deliverables free of additional charge and on a non-exclusive, worldwide, non-

transferable, non-sublicensable, basis, solely to the extent necessary to enable Company to 

make reasonable use of the Services in accordance with the terms of this Agreement. All 

rights not expressly granted herein are reserved by Payment Labs. 

6. Confidentiality. From time to time during the Term of this Agreement, either Party (as the 

“Disclosing Party”) may disclose or make available to the other Party (as the “Receiving 

Party”), non-public, proprietary, and confidential information of Disclosing Party, whether 

or not labeled as “confidential” (“Confidential Information”); provided, however, that 

Confidential Information does not include any information that: (a) is or becomes generally 

available to the public other than as a result of Receiving Party’s breach of this Section 6; 

(b) is or becomes available to the Receiving Party on a non-confidential basis from a third-

party source, provided that such third party is not and was not prohibited from disclosing 



such Confidential Information; (c) was in Receiving Party’s possession prior to Disclosing 

Party’s disclosure hereunder; or (d) was or is independently developed by Receiving Party 

without using any Confidential Information. The Receiving Party shall: (x) protect and 

safeguard the confidentiality of the Disclosing Party’s Confidential Information with at least 

the same degree of care as the Receiving Party would use to protect its own Confidential 

Information, but in no event with less than a commercially reasonable degree of care; (y) 

not use the Disclosing Party’s Confidential Information, or permit it to be accessed or used, 

for any purpose other than to exercise its rights or perform its obligations under this 

Agreement; and (z) not disclose any such Confidential Information to any person or entity, 

except to the Receiving Party’s Group (as defined below) who need to know the Confidential 

Information to assist the Receiving Party, or act on its behalf, to exercise its rights or perform 

its obligations under this Agreement. 

  

If the Receiving Party is required by applicable law or legal process to disclose any 

Confidential Information, it shall, prior to making such disclosure, use commercially 

reasonable efforts to notify Disclosing Party of such requirements to afford Disclosing Party 

the opportunity to seek, at Disclosing Party’s sole cost and expense, a protective order or 

other remedy. “Receiving Party’s Group” shall mean the Receiving Party’s affiliates and 

its or their employees, officers, directors, shareholders, partners, members, managers, 

agents, independent contractors, subcontractors, attorneys, accountants, and financial 

advisors. 

7. Term, Termination. 

7.1 This Agreement shall commence as of the Effective Date and shall continue until the earlier 

of: a.) the date all Order Forms have expired or been terminated; and b.) the date this 

Agreement is terminated in accordance with Section 7.2 or Section 7.3. Termination of this 

Agreement shall cause all Order Forms to be terminated. 

7.2 Either Party may terminate this Agreement, effective upon written notice to the other Party 

(the “Defaulting Party”), if the Defaulting Party: 

(a) Materially breaches this Agreement, and such breach is incapable of cure, or with 

respect to a material breach capable of cure, the Defaulting Party does not cure such 

breach within thirty (30) days after receipt of written notice of such breach. 

(b) Becomes insolvent or admits its inability to pay its debts generally as they become 

due. 

(c) Becomes subject, voluntarily or involuntarily, to any proceeding under any domestic 

or foreign bankruptcy or insolvency law, which is not fully stayed within seven (7) 

days or is not dismissed or vacated within forty-five (45) days after filing. 



(d) Is dissolved or liquidated or takes any corporate action for such purpose. 

(e) Makes a general assignment for the benefit of creditors. 

(f) Has a receiver, trustee, custodian, or similar agent appointed by order of any court 

of competent jurisdiction to take charge of or sell any material portion of its property 

or business. 

7.3 Notwithstanding anything to the contrary in Section 7.2(a): 

(a) Payment Labs may terminate this Agreement at any time for convenience upon thirty 

(30) day written notice. 

(b) Company may terminate this Agreement at any time for convenience upon thirty 

(30) day written notice provided there are no outstanding payments to be made to 

Users. Termination of this Agreement pursuant to this Section 7.3 shall not relieve 

Company of its obligation to pay agreed upon fees, and all such fees shall continue 

to accrue and be due and payable. 

7.4 Waiver of Claims Related to Termination. To the fullest extent allowed by law, Company 

waives all rights or protection under any statute, rule or law for compensation or damages 

from termination of this Agreement. The manner and notice of expiration, nonrenewal or 

other form of termination of this Agreement are reasonable and, upon such termination, 

whether with or without cause, no payment, compensation or indemnity for loss of goodwill 

or accounts, or prospective profits, or any other damages, indemnity or loss shall be due of 

Payment Labs. 

7.5 Effect of Termination. Termination of this Agreement shall not relieve either Party of any 

obligations to the other incurred prior to termination. Any termination shall result in the 

immediate cancellation of Company’s use of the Services and all amounts owed by 

Company to Payment Labs shall become immediately due and payable without set off. All 

license grants are for the Agreement term only and shall automatically expire upon 

termination of this Agreement. 

8. Representations and Warranties. Each Party represents and warrants that: (i) it has the full 

corporate right, power and authority to enter into this Agreement and to perform the acts 

required of it under this Agreement; (ii) the execution of this Agreement and performance 

of its obligations under this Agreement do not and shall not violate any other agreement to 

which it is a party; and (iii) the individual executing this Agreement on behalf of a Party has 

authority to bind such Party to this Agreement and the performance hereof. 

8.1 Company represents and warrants to Payment Labs that: (i) it is performing under this 

Agreement as a business and not as an individual consumer; (ii) all forms and due diligence 

questionnaires and correspondence provided by Company in association with this 



Agreement, including but not limited to the “Know Your Customer” (KYC) Data Gathering 

document(s), and Order form(s) (collectively referred to as “Account Set Up 

Documentation”) on behalf of the Company and/or Users shall be deemed to constitute 

representations by Company herein of the veracity of the information contained therein; (iii) 

that any and all information provided to Payment Labs or its third-party service provider(s) 

in the course of applying for, setting up and using the Services shall be true and accurate; 

(iv) Company is not using the Services on behalf of a third party; (v) Company has full and 

exclusive right, title and interest in the money used in connection with the Services 

(“Funds”); (vi) Company has full authority to pay Users, whether to individuals or 

companies on behalf of individual users; (vii) Company will resolve any dispute or 

complaint directly with each User that may arise, except where the User’s complaint is solely 

due to the fault of Payment Labs; (viii) Company will not use the Services, directly or 

indirectly, for any fraudulent undertaking or in any manner so as to interfere with the 

operation of the Services; (ix) Company is not in breach of agreements with any financial 

institution where Company demand deposit account(s) are maintained; (x) other than as 

required by law, Company shall not at any time divulge, directly or indirectly, any of the 

terms of this Agreement to any natural person, corporation, firm, joint venture, partnership, 

limited liability company, trust, unincorporated organization, government or any 

department, political subdivision or agency of a government (“Person”) other than 

Company’s legal counsel or other professional service providers; (xi) no statement, 

representation, promise, or inducement has been made to Company in connection with the 

terms of this Agreement, the execution hereof or otherwise, except as is expressly set forth 

in this Agreement; (xii) Company’s use of the Services shall, and will continue at all times 

to, comply with all laws, ordinances, rules, regulations, orders, licenses, permits, judgments, 

decisions or other requirements of any governmental authority, governing body or 

jurisdiction applicable to Company or the Services (collectively, all “Applicable Laws”), 

whether those Applicable Laws are now in effect or later come into effect. 

8.2 Payment Labs represents and warrants to Company that during the term of this Agreement 

to the extent possible: (i) it shall comply with all material laws, rules and regulations 

(including without limitation export control laws) applicable to its activities in connection 

with this Agreement; (ii) the services provided herein shall be provided with reasonable care 

and skill; (iii) it shall comply with the data privacy provisions set out in Exhibit B; (iv) the 

Services shall comply with the Applicable Laws; (v) it is capable of performing its 

obligations under this Agreement; (vi) it shall use industry standard firewalls and encryption 

technologies which are up to date; (vii) it shall not hold itself out as an agent of Company; 

(viii) it is the owner of all Intellectual Property Rights in relation to the Services; and (ix) 

the Services do not infringe third party intellectual property rights in any way. Without 

limitation, Payment Labs makes no representation that use of the Services will result in any 

improvement in the business of Company or its relationships with Users. 

 



9. Limitation of Liability; Release of Liability; Indemnity. 

9.1 IN NO EVENT SHALL EITHER PARTY BE LIABLE TO THE OTHER PARTY OR TO 

ANY THIRD PARTY FOR ANY LOSS OF USE, REVENUE, OR PROFIT OR LOSS OF 

DATA OR DIMINUTION IN VALUE, OR FOR ANY CONSEQUENTIAL, 

INCIDENTAL, INDIRECT, EXEMPLARY, SPECIAL, OR PUNITIVE DAMAGES 

WHETHER ARISING OUT OF BREACH OF CONTRACT, TORT (INCLUDING 

NEGLIGENCE), OR OTHERWISE, REGARDLESS OF WHETHER SUCH DAMAGE 

WAS FORESEEABLE AND WHETHER OR NOT EITHER PARTY HAS BEEN 

ADVISED OF THE POSSIBILITY OF SUCH DAMAGES, AND NOTWITHSTANDING 

THE FAILURE OF ANY AGREED OR OTHER REMEDY OF ITS ESSENTIAL 

PURPOSE. 

 

9.2 IN NO EVENT SHALL EITHER PARTY’S AGGREGATE LIABILITY ARISING OUT 

OF OR RELATED TO THIS AGREEMENT, WHETHER ARISING OUT OF OR 

RELATED TO BREACH OF CONTRACT, TORT (INCLUDING NEGLIGENCE), OR 

OTHERWISE, EXCEED ONE (1) TIMES THE AGGREGATE AMOUNTS PAID OR 

PAYABLE TO PAYMENT LABS AS MANAGED SERVICE FEES PURSUANT TO THIS 

AGREEMENT IN THE SIX (6) MONTH PERIOD PRECEDING THE EVENT GIVING 

RISE TO THE CLAIM. 

9.3 In consideration of being permitted to access and use the Services, Company hereby agrees 

to release Payment Labs and its affiliates and subsidiaries, and their officers, directors, 

employees and agents from all damages (whether direct, indirect, incidental, consequential 

or otherwise), losses, liabilities, costs and expenses of every kind and nature, known and 

unknown, arising out of or in any way connected with disputes between Company and third 

parties (including Users) in connection with the Services or Company’s access and use of 

the Services. In connection with the foregoing release, Company hereby waives California 

Civil Code 1542 and any other applicable law or statute, which says, in substance: “A 

general release does not extend to claims that the creditor or releasing party does not know 

or suspect to exist in his or her favor at the time of executing the release and that, if known 

by him or her, would have materially affected his or her settlement with the debtor or 

released party.” 

9.4 Company agrees and shall indemnify and hold harmless Payment Labs, its affiliates, 

subsidiaries, and their officers, directors, employees and agents from and against any and all 

liability, losses, claims, damages, causes of action, costs or other expense (including without 

limitation reasonable attorneys’ fees and cost of defense) arising from or relating to: (i) any 

action or inaction of Company; (ii) Company’s breach of this Agreement; (iii) any Company 

and User dispute of any kind; (iv) use of the Services; (v) any incorrect or incomplete 

payment instructions or User information; (vi) any action or inaction of Company that 

prohibits or otherwise affects Payment Labs’ ability to provide the Services; and (v) any 

gross negligence or willful misconduct by Company. 



9.5 Payment Labs agrees and shall indemnify, defend and hold harmless Company, its affiliates, 

subsidiaries, and their officers, directors, employees and agents from and against any and all 

liability, losses, claims, damages, causes of action, costs or other expense (including without 

limitation reasonable attorneys’ fees and cost of defense) arising from or relating to: (i) any 

breach by Payment Labs of its representations and warranties herein; (ii) Payment Labs’s 

breach of this Agreement; (iii) any Payment Labs and User dispute of any kind; and (iv) 

provision of the Services. or (v) any gross negligence or willful misconduct by Payment 

Labs. With respect to such indemnity, Payment Labs shall control the defense and settlement 

of any claim, action, suit or controversy with counsel selected by Payment Labs. This 

indemnification obligation shall survive the expiration of the Term or the termination of this 

Agreement. Payment Labs shall have no indemnification obligation pursuant to this Section 

9.5 to the extent that such obligation would not have arisen but for: a.) any act or omission 

of Company; b.) Company’s breach of this Agreement, negligence, or willful misconduct; 

c.) Company’s combination of the Services with any product or service not provided by 

Payment Labs; or d.) Payment Labs’ following of the Company's express written direction. 

9.6 Payment Labs shall maintain during the Term and for three (3) years thereafter insurance 

with liability limits that are reasonable and customary for companies operating in Payment 

Labs’ industry. 

10. Entire Agreement. This Agreement, including and together with any Order Forms, related 

statements of work, exhibits, schedules, attachments, and appendices, constitutes the sole 

and entire agreement of the Parties with respect to the subject matter contained herein, and 

supersedes all prior and contemporaneous understandings, agreements, representations, and 

warranties, both written and oral, regarding such subject matter. Payment Labs’ Privacy 

Policy is contained in Exhibit C and is incorporated by reference herein. 

11. Notices. All notices, requests, consents, claims, demands, waivers, and other 

communications under this Agreement (each, a “Notice”, and with the correlative meaning 

“Notify”) must be in writing and addressed to Payment Labs at its address set forth below 

and to Company at its address set forth in the Order Form (or to such other address that the 

receiving Party may designate from time to time in accordance with this Section). Unless 

otherwise agreed herein, all Notices must be delivered by personal delivery, nationally 

recognized overnight courier, certified or registered mail (in each case, return receipt 

requested, postage prepaid), or via e-mail to the e-mail address provided below. Except as 

otherwise provided in this Agreement, a Notice is effective only (a) on receipt by the 

receiving Party or upon receiving Party’s refusal of delivery thereof (or, if via e-mail, upon 

being sent to the e-mail address provided below); and (b) if the Party giving the Notice has 

complied with the requirements of this Section 11. 

  



Notice to Payment Labs: Payment Labs 

14403 Tiara Street, Unit 8  

Van Nuys CA 91401 

legal@paymentlabs.io   

Attention: Legal 

12. Severability. If any term or provision of this Agreement is found by a court of competent 

jurisdiction to be invalid, illegal, or unenforceable in any jurisdiction, such invalidity, 

illegality, or unenforceability shall not affect any other term or provision of this Agreement 

or invalidate or render unenforceable such term or provision in any other jurisdiction. 

13. Amendments. Payment Labs reserves the right to amend, modify, add, or remove portions 

of this Agreement (excluding any Order Forms) at any time and at its sole discretion. Any 

changes will be effective immediately upon posting the revised version on 

https://www.paymentlabs.io/legal/service-agreement. It is Company’s responsibility to 

review this Agreement periodically for updates or changes. Company’s continued use of the 

Services following the posting of any changes constitutes Company’s acceptance of those 

changes. If Company does not agree to the amended Agreement, Company must stop using 

the Services immediately. Payment Labs will provide additional notice of any amendment, 

such as via email or through a notification on our website or service platform. The date of 

the last revision of this Agreement will be indicated at the top of this page. 

14. Waiver. No waiver by any Party of any of the provisions of this Agreement shall be effective 

unless explicitly set forth in writing and signed by the Party so waiving. Except as otherwise 

set forth in this Agreement, no failure to exercise, or delay in exercising, any right, remedy, 

power, or privilege arising from this Agreement shall operate or be construed as a waiver 

thereof, nor shall any single or partial exercise of any right, remedy, power, or privilege 

hereunder preclude any other or further exercise thereof or the exercise of any other right, 

remedy, power, or privilege. 

15. Assignment. Company shall not assign, transfer, delegate, or subcontract any of its rights, 

licenses granted hereunder or delegate any of its obligations under this Agreement, including 

by virtue of any merger or corporate reorganization which may be deemed an assignment, 

without the prior written consent of Payment Labs. Any purported assignment or delegation 

in violation of this Section 15 shall be null and void. No assignment or delegation shall 

relieve the Company of any of its obligations under this Agreement. Payment Labs may 

assign any of its rights or delegate any of its obligations to any affiliate or to any person 

acquiring all or substantially all of Payment Labs’ assets, without Company’s consent. 

16. Successors and Assigns. This Agreement is binding on and inures to the benefit of the Parties 

to this Agreement and their respective permitted successors and permitted assigns. 
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17. Relationship of the Parties. The relationship between the parties is that of independent 

contractors. Nothing contained in this Agreement shall be construed as creating any agency, 

partnership, joint venture, or other form of joint enterprise, employment, or fiduciary 

relationship between the parties, and neither Party shall have authority to contract for or bind 

the other party in any manner whatsoever. 

18. No Third-Party Beneficiaries. This Agreement benefits solely the Parties to this Agreement 

and their respective permitted successors and assigns and nothing in this Agreement, express 

or implied, confers on any other party any legal or equitable right, benefit, or remedy of any 

nature whatsoever under or by reason of this Agreement. 

19. Choice of Law. This Agreement and all related documents including the Order Form, all 

exhibits attached hereto, and all matters arising out of or relating to this Agreement, whether 

sounding in contract, tort, or statute are governed by, and construed in accordance with, the 

laws of the State of California, United States of America, without giving effect to the conflict 

of laws provisions thereof to the extent such principles or rules would require or permit the 

application of the laws of any jurisdiction other than those of the State of California. The 

Parties agree that the Uniform Computer Information Transactions Act as enacted in any 

State of the United States shall not apply to this Agreement or any performance hereunder 

and the parties expressly opt-out of the applicability of UCITA to this Agreement. 

20. Counterparts. This Agreement may be executed in counterparts, each of which is deemed an 

original, but all of which together are deemed to be one and the same agreement. A signed 

copy of this Agreement delivered by email or other means of electronic transmission is 

deemed to have the same legal effect as delivery of an original signed copy of this 

Agreement. 

21. English Language. Communications and documents from Payment Labs, on the Payment 

Labs’ website (the “Site”), or through the Services may be in a language other than English. 

With respect to this Agreement, the Terms of Service (Exhibit A), Privacy Policy (Exhibit 

C), and any other agreement between you and Payment Labs, or other policy implemented 

by Payment Labs, the English language version of each of these documents is the version 

that governs your use of the Services and controls in the event of any conflict. 

22. Force Majeure. Payment Labs shall not be liable or responsible to Company, nor be deemed 

to have defaulted or breached this Agreement, for any failure or delay in fulfilling or 

performing any term of this Agreement when and to the extent such failure or delay is caused 

by or results from acts or circumstances beyond the reasonable control of Payment Labs 

including, without limitation, acts of God, flood, fire, earthquake, explosion, governmental 

actions, war, invasion or hostilities (whether war is declared or not), terrorist threats or acts, 

riot, or other civil unrest, national emergency, revolution, insurrection, epidemic, lock-outs, 

strikes or other labor disputes (whether or not relating to either Party’s workforce), or 

restraints or delays affecting carriers or inability or delay in obtaining supplies of adequate 



or suitable materials, or telecommunication, technology, system failures, breakdowns or 

power outages at third-party payment service provider(s) or other third-party service 

provider(s) that provide the MT Services or other services. 

23. Arbitration. 

23.1 Pre-Arbitration Dispute Resolution. Prior to initiating an arbitration, the Parties each agree 

to notify the other party of the dispute and attempt to negotiate an informal resolution to it 

first. If after a good faith effort to negotiate, either of the Parties feels the dispute has not 

and cannot be resolved informally, the Party intending to pursue arbitration agrees to notify 

the other party via email prior to initiating the arbitration. 

23.2 Agreement to Arbitrate. The Parties agree that any dispute, claim, or controversy, whether 

based in contract, tort, statute, fraud, misrepresentation or any other legal theory, arising out 

of or relating to this Agreement or the breach, termination, enforcement, interpretation or 

validity thereof, or to the use of the Services (collectively, “Disputes”) will be settled 

through binding arbitration and not in a court of law. The Parties each hereby agree to resolve 

any and all Disputes through binding arbitration or in small claims court (to the extent the 

claim qualifies) instead of in courts of general jurisdiction and only on an individual basis 

and not as part of any purported class, consolidated or representative proceeding. Only the 

arbitrator appointed pursuant to this Section, and not any federal, state or local court or 

agency, shall have the authority to resolve any dispute or claim relating to this Section, 

including, without limitation, the scope, enforceability and arbitrability of this Agreement. 

This arbitration provision shall survive termination of this Agreement. This Agreement 

evidences a transaction in interstate commerce and the interpretation and enforcement of 

this Section is governed by the Federal Arbitration Act, notwithstanding the choice of law 

set forth in this Agreement. 

23.3 Scope of Arbitration. This agreement to arbitrate is intended to be broadly interpreted. It 

includes, but is not limited to: (i) all claims arising out of or relating to any aspect of the 

relationship between the Parties, whether based in contract, tort, statute, fraud, 

misrepresentation or any other legal theory; (ii) all claims that arose before this or any prior 

agreement (including, but not limited to, claims relating to advertising); and (iii) all claims 

that may arise after termination of this Agreement and/or Company’s use of the Services. 

23.4 Exceptions. Notwithstanding this agreement to arbitrate, either Party may (i) bring an action 

on an individual basis in small claims court (to the extent the applicable claim qualifies), (ii) 

bring issues to the attention of federal, state or local agencies, including, for example, the 

Federal Trade Commission and the California Division of Consumer Services, which 

agencies may be able to seek relief on a Party’s behalf (the Complaint Assistance Unit of the 

Division of Consumer Services may be contacted in writing at 1625 North Market Blvd., 

Suite N 112, Sacramento, California 95834, or by telephone at (800) 952-5210), and (iii) 



bring suit in court to seek a preliminary injunction or other interim relief pending the 

outcome of arbitration. 

23.5 No Class Actions. EACH PARTY HEREBY AGREES THAT EACH MAY BRING 

CLAIMS AGAINST THE OTHER ONLY IN ITS INDIVIDUAL CAPACITY, AND NOT 

AS A PLAINTIFF OR CLASS MEMBER IN ANY PURPORTED CLASS, 

CONSOLIDATED OR REPRESENTATIVE PROCEEDING. THE ARBITRATOR MAY 

NOT CONSOLIDATE MORE THAN ONE PERSON’S CLAIMS, MAY NOT PRESIDE 

OVER ANY FORM OF CLASS, CONSOLIDATED OR REPRESENTATIVE 

PROCEEDING AND MAY ONLY PROVIDE RELIEF IN FAVOR OF THE INDIVIDUAL 

PARTY SEEKING RELIEF AND ONLY TO THE EXTENT NECESSARY TO PROVIDE 

RELIEF WARRANTED BY THAT PARTY’S INDIVIDUAL CLAIM. 

 

23.6 Notice of Dispute. A Party who intends to seek arbitration must first send to the other a 

written Notice of Dispute (“Notice”). The Notice shall be addressed to the address set forth 

in Section 11, or as otherwise provided by the other Party and must be sent by certified mail. 

The Notice must (i) describe the nature and basis of the claim or dispute; and (ii) set forth 

the specific relief sought. If the Parties do not reach an agreement to resolve the claim within 

sixty (60) calendar days after the Notice is received, either Party may commence an 

arbitration proceeding. 

23.7 Arbitration Proceedings. The arbitration will be governed by the Commercial Arbitration 

Rules, or, if the actions giving rise to the dispute or claim relate to Company’s personal or 

household use of the Services (rather than business use), the Consumer Arbitration Rules (in 

each case, the “AAA Rules”) of the American Arbitration Association (“AAA”), as modified 

by this Section, and will be administered by the AAA and settled by a single arbitrator. The 

AAA Rules are available online at adr.org or by calling the AAA at 1-800-778-7879. The 

arbitrator is bound by the terms of this Agreement. All issues are for the arbitrator to decide, 

including, but not limited to, issues relating to the scope, enforceability, and arbitrability of 

this Section. Unless the Parties agree otherwise, any arbitration hearings will take place in a 

reasonably convenient location in the United States for both parties with due consideration 

of their ability to travel and other pertinent circumstances. If the parties are unable to agree 

on a location, AAA shall determine the location. If Company’s claim is for ten thousand 

dollars ($10,000) or less, Payment Labs agrees that Company may choose whether the 

arbitration will be conducted solely on the basis of documents submitted to the arbitrator, 

through a telephonic hearing, or by an in-person hearing as established by the AAA Rules. 

If Company’s claim exceeds ten thousand dollars ($10,000), the right to a hearing will be 

determined by the AAA Rules. Regardless of the manner in which the arbitration is 

conducted, the arbitrator shall issue a reasoned written decision sufficient to explain the 

essential findings and conclusions on which the award is based. All decisions by the 

arbitrator shall be final and binding and judgment on the award rendered may be entered in 

any court having jurisdiction. 



23.8 Costs of Arbitration; Legal Fees. 

a. Payment of all filing, administration, and arbitrator costs and expenses imposed by AAA 

will be governed by the AAA rules, provided that if Company is initiating an arbitration 

against Payment Labs and the value of the relief sought is ten thousand dollars ($10,000) or 

less, then Payment Labs will advance all filing, administrative and arbitration costs and 

expenses imposed by AAA (subject to reimbursement as set forth below). If the 

circumstances in the preceding sentence apply, but the value of relief sought is more than 

ten thousand dollars ($10,000) and Company demonstrates to the arbitrator that such costs 

and expenses would be prohibitively more expensive than a court proceeding, then Payment 

Labs will pay the amount of any such costs and expenses that the arbitrator determines are 

necessary to prevent the arbitration from being prohibitively more expensive than a court 

proceeding (subject to reimbursement as set forth below). In the event that the arbitrator 

determines that all of the claims Company asserts in arbitration are frivolous according to 

Federal Rule of Civil Procedure 11, Company agrees to reimburse Payment Labs for all 

such cost and expenses that Payment Labs paid and that Company would have been 

obligated to pay under the AAA rules. 

b. Just as in any court proceeding, each Party will initially bear its own attorneys’ fees and 

expenses in connection with any arbitration. Should either Party be determined to have 

substantially prevailed in the arbitration, then upon such Party’s request, the arbitrator shall 

award such prevailing Party the reasonable attorneys’ fees and expenses that it incurred in 

connection with the arbitration, provided that to the extent that the dispute or claim relate to 

Company’s personal or household use of the Services (rather than business use) Payment 

Labs will not seek to recover its attorneys’ fees and expenses in an arbitration initiated by 

Company. The arbitrator may make rulings and resolve disputes as to the reimbursement of 

attorneys’ fees and expenses upon request from either party made within fourteen (14) days 

of the arbitrator’s ruling on the merits. 

24. Choice of Forum. In the event that the Agreement to Arbitrate above is found not to apply 

to Company or to a particular claim or dispute, then any dispute or claim not subject to 

arbitration shall be resolved exclusively by a federal court located in Los Angeles County, 

California, and to the extent there is no subject matter jurisdiction in such federal court, then 

a state court in Los Angeles County, California. Both Parties agree to submit to the personal 

jurisdiction and venue of such courts and agree that such a forum is convenient. 

25. Time to Bring Claims. Any cause of action arising out of or related to the Site or Services 

must commence within one year after the cause of action accrues. Otherwise, such cause of 

action is permanently barred. 

26. Headings. The heading references herein are for convenience purposes only, do not 

constitute a part of this Agreement, and will not be deemed to limit or affect any of the 

provisions of it. 



27. Survivability. Those terms of this Agreement relating to ownership of Services, 

Deliverables, and Intellectual Property; licensing; limitations of liability; release of liability; 

infringement liability; the payment of fees; confidentiality; effects of termination; 

arbitration; dispute resolution; warranty disclaimers; and express warranties, as well as 

those representations, warranties, terms and covenants in this Agreement which by their 

nature or context should survive any termination, shall survive any termination of this 

Agreement. 

  



EXHIBIT A 

PAYMENT LABS TERMS OF SERVICE 

Payment Labs Terms of Service is provided at https://www.paymentlabs.io/legal/terms-of-service and is 

subject to change by the Company at its sole discretion.  

https://www.paymentlabs.io/legal/terms-of-service
https://www.paymentlabs.io/legal/terms-of-service


EXHIBIT B 

DATA PROTECTION 

“Data Protection Laws” shall mean (i) the General Data Protection Regulation ((EU) 2016/679) 

(GDPR) for so long as the GDPR is directly effective in the UK; and (ii) any other laws, regulations 

and secondary legislation enacted from time to time in the UK relating to data protection, the use of 

information relating to individuals, the information rights of individuals and/or the processing of 

personal data, including without limitation any act of Parliament giving effect to GDPR or otherwise 

replacing the Data Protection Act 1998, irrespective of whether GDPR continues to have direct effect 

in the UK. 

“Personal Data” shall mean any information which relates to a living individual including without 

limitation Users who can be identified from such data, or from such data and other information which 

is in the possession of, or is likely to come into the possession of Payment Labs, and includes any 

expression of opinion about the individual, whether directly or indirectly. 

Both Parties warrant that they will observe all of their obligations under the applicable Data 

Protection Laws, regulations and codes of practice which arise in connection with this Agreement. 

Both Parties shall: 

(i) ensure that they have in place appropriate technical and organizational measures to protect the 

Personal Data; 

(ii) ensure that the persons engaged in the processing of Personal Data are bound by appropriate 

confidentiality obligations; 

(iii) comply promptly with any lawful request from the other Party requesting access to, copies of, or 

the amendment, transfer or deletion of the Personal Data to the extent the same is necessary to allow 

either Party to fulfill its own obligations under the Data Protection Laws; 

(iv) notify the other Party within forty-eight (48) hours if it receives any complaint, notice or 

communication (whether from a data subject, competent supervisory authority or otherwise) relating 

to the processing of Personal Data or to either Party’s compliance with Data Protection Laws under 

this Agreement, and provide the other Party with reasonable cooperation, information and assistance 

in relation to any such complaint, notice or communication; 

(v) notify the other Party immediately if it becomes aware of a breach of this Exhibit B, in which 

case the Party in breach shall take any and all steps to remedy such breach; 

(vi) it will not disclose or transfer the personal data to a third party data controller located outside the 

European Economic Area (“EEA”) unless it notifies the data exporter about the transfer (and 

provided that such transfer is permitted by the Agreement) and: (i) it has provided appropriate 

safeguards in relation to the transfer; (ii) data subjects continue to have enforceable rights and 

effective legal remedies following the transfer; (iii) it provides an adequate level of protection to any 

Personal Data that it transferred; and (iv) it complies with reasonable instructions notified to it in 

advance by the other Party with respect to the transfer; and (vii) provide reasonable assistance in 



assisting each Party’s obligations under the Data Protection Laws including but not limited to the 

completion of data protection impact assessments. 

Each Party (each and “Indemnifying Party”) will indemnify, defend and hold harmless the other Party 

from any and all losses, liabilities, fines, damages, costs and expenses including legal fees on a 

solicitor/client basis and disbursements and costs of investigation, litigation, settlement, 

judgment, interest and penalties arising from or in connection with any breach by the Indemnifying 

Party of its obligations set out in Exhibit B. 

USE OF SUB-PROCESSORS BY PAYMENT LABS 

Company acknowledges and agrees that Payment Labs may use sub-processors in connection with 

the MT Services and other services, provided that Payment Labs has entered into written agreements 

with each sub-processor containing data protection obligations not less protective than those in this 

Agreement.  



EXHIBIT C 

PRIVACY POLICY 

Payment Labs Privacy Policy is provided at https://www.paymentlabs.io/legal/privacy-policy and is 

subject to change by the Company at its sole discretion.  

https://www.paymentlabs.io/legal/privacy-policy
https://www.paymentlabs.io/legal/privacy-policy


EXHIBIT D 

IDENTITY VERIFICATION SERVICES TERMS 

Company’s use of the Identity Verification Service (as defined below) shall be governed by both the terms of 

the Agreement (referred to herein as the “Agreement” or “Service Agreement”) and these Identity Verification 

Services Terms (the “IDV Terms”). Should any conflict arise between the Agreement and these 

IDV Terms, these IDV Terms shall control, but solely with respect to Company’s use of the Identity 

Verification Service. 

1. DEFINITIONS 

Capitalized terms within these IDV Terms shall have the meanings set forth below. 

1.1 “Identity Verification Service” or “IDV” means the identification verification service made available by 

Payment Labs that uses an identification document and Biometric Data, namely facial geometry information, 

to confirm the identity of an end user. 

1.2 “Biometric Data” means personal data resulting from specific technical processing relating to the physical 

physiological, or behavioral characteristics of a natural person, which allows or confirms the unique 

identification of that natural person, such as information regarding facial geometry. 

1.3 “Biometric Information” means any information, regardless of how it is captured, converted, stored, or 

shared, based on an individual’s Biometric Data. 

 1.4 “Biometric User” means Company’s end users who are requested or required by Company to use the 

Identity Verification Service. 

2. BIOMETRICS 

2.1 IDV Use is Optional. Use of the IDV is optional. In certain jurisdictions, there are laws and regulations 

that govern the collection, use, and retention of biometric information, which potentially may apply to 

Company’s use of the IDV. To the extent Company elects to use the IDV, Company agrees to comply with all 

such laws and regulations. In the event Company is unwilling to comply with laws and regulations relating to 

the use of Biometric Data, Company shall not use the IDV. 

2.2 Requirements for use of IDV. Before Company or any Biometric User is permitted to use the IDV in a 

jurisdiction where laws and regulations potentially govern such use, Company will comply with the following 

requirements, in addition to any other requirements imposed by potentially applicable law (to the extent there 

is a conflict between the requirements below and the requirements of potentially applicable law, Company 

will comply with potentially applicable law): 

2.2.1 Biometric User Notice and Consent. Company will provide notice and procure and retain 

appropriate consents or releases from Biometric Users in the manner and to extent the same are 

required by applicable law, including: 

● notifying Biometric Users in writing that Company, its vendors, and/or the licensor of the IDV 

are collecting, capturing, or otherwise obtaining Biometric Users’ Biometric Data, and that 

Company is providing such Biometric Data to its vendors and the licensor of the IDV; such notice 



will specify the purpose and length of time for which Biometric User’s Biometric Data is being 

collected, stored, and used; 

● obtaining a written release or consent from Biometric Users (or their legally authorized 

representative) authorizing Company, its vendors, and licensor of the IDV to collect, store, and 

use the individual’s Biometric Data for the specific purpose disclosed by Company, and 

authorizing Company to provide such Biometric Data to its vendors and the licensor of the IDV; 

and if requested by Payment Labs, providing to Payment Labs copies of the required consents or 

releases collected and retained by Company, and/or certifying to Payment Labs that such consents 

or releases have been obtained. 

2.4 Retention and Purging of Biometric Data. Company will work with Payment Labs to ensure that Biometric 

Data is retained and purged in accordance with applicable law. To the extent necessary for the purging or 

deletion of such Biometric Data, Company agrees to provide timely notification to Payment Labs of the 

satisfaction of the purpose for which Biometric Data was collected with respect to any given Biometric User. 

Payment Labs is not responsible for the Company’s failure to provide timely notification of the satisfaction of 

the purpose for which Biometric Data was collected with respect to any given Biometric User. 

2.5 Third Party Beneficiary. Notwithstanding anything to the contrary in the Service Agreement or these IDV 

Terms, Company agrees that Payment Labs and licensor of the IDV (and their respective successors and 

assigns) are third party beneficiaries of this Agreement solely as it relates to the IDV. 

2.6 Additional Termination Provisions for the IDV. If Payment Labs determines that Company has failed to 

comply with any potentially applicable laws and regulations applicable to the IDV, Payment Labs may, in its 

sole discretion and upon notice to Company, immediately suspend or terminate provision of the IDV to 

Company. In addition, Payment Labs may cease the provision of the IDV at any time at its sole discretion, 

with or without notice. 

3. IDV SERVICE AND FEE 

3.1 IDV Service. Payment Labs shall provide the IDV to Company subject to the terms of the Service 

Agreement and these IDV Terms. 

3.2 Per Verification Fee. As consideration for Company’s use of the IDV, Company shall pay to Payment Labs 

a fee per identity verification initiated as listed in Order Forms. Said fee shall be paid in accordance with the 

payment terms described in the Service Agreement. IDV fees are due in addition to fees agreed to in the 

Service Agreement. 

4. INDEMNITY 

4.1 Indemnity. Without in any way limiting Company’s indemnification obligations in the Service Agreement, 

Company shall defend, indemnify, and hold Payment Labs and its successors, assigns, and licensors harmless 

from any and all claims, actions, and proceedings, and the resulting losses, damages, costs and expenses 

(including reasonable attorneys’ fees) arising from any claim, action or proceeding based upon or in any way 

related to Company's breach or alleged breach of any representation, warranty or covenant in these IDV Terms; 

or any claim, action, or proceeding initiated by any Biometric User. 



5. WARRANTIES AND DISCLAIMERS 

5.1 Disclaimer. THE IDV IS PROVIDED “AS-IS”. PAYMENT LABS MAKES NO REPRESENTATIONS 

OR WARRANTIES OF ANY KIND WHATSOEVER, EXPRESS OR IMPLIED, IN CONNECTION WITH 

THESE IDV TERMS OR THE IDV. WITHOUT LIMITING THE FOREGOING, PAYMENT LABS 

DISCLAIMS ANY WARRANTY THAT THE IDV WILL BE ERROR FREE OR UNINTERRUPTED OR 

THAT ALL ERRORS WILL BE CORRECTED. PAYMENT LABS FURTHER 

DISCLAIMS ANY AND ALL WARRANTIES WITH RESPECT TO THE IDV AS TO NON-

INFRINGEMENT, MERCHANTABILITY, ACCURACY OF ANY INFORMATION PROVIDED, OR 

FITNESS FOR A PARTICULAR PURPOSE. PAYMENT LABS FURTHER DISCLAIMS ANY AND ALL 

WARRANTIES ARISING FROM COURSE OF DEALING OR USAGE OF TRADE. NO ADVICE OR 

INFORMATION, WHETHER ORAL OR WRITTEN, OBTAINED FROM PAYMENT LABS OR 

 ELSEWHERE SHALL CREATE ANY WARRANTY NOT EXPRESSLY STATED IN THIS 

AGREEMENT. 

SOME JURISDICTIONS DO NOT ALLOW THE EXCLUSION OF CERTAIN WARRANTIES IN 

CERTAIN CIRCUMSTANCES. ACCORDINGLY, SOME OF THE LIMITATIONS SET FORTH ABOVE 

MAY NOT APPLY. 

6. LIMITATION OF LIABILITY 

6.1 Liability Limits. IN NO EVENT SHALL PAYMENT LABS BE LIABLE TO COMPANY FOR ANY 

INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES, INCLUDING LOSS OF 

INCOME, DATA, PROFITS, REVENUE OR BUSINESS INTERRUPTION, OR COST OF SUBSTITUTE 

SERVICES, OR OTHER ECONOMIC LOSS, WHETHER OR NOT PAYMENT LABS HAS BEEN 

ADVISED OF THE POSSIBILITY OF SUCH DAMAGES, AND WHETHER ANY CLAIM FOR 

RECOVERY IS BASED ON THEORIES OF CONTRACT, WARRANTY, TORT (INCLUDING 

NEGLIGENCE AND STRICT LIABILITY) OR OTHERWISE. 

NOTWITHSTANDING ANY OTHER PROVISIONS OF THESE IDV TERMS, IN NO EVENT SHALL 

PAYMENT LABS’ AGGREGATE LIABILITY TO COMPANY IN CONNECTION WITH THESE IDV 

TERMS OR COMPANY’S ACCESS TO AND USE OF THE IDV EXCEED THE SUM OF ALL FEES 

PAID TO PAYMENT LABS BY COMPANY FOR THE USE OF THE IDV IN THE SIX (6) MONTH 

PERIOD PRECEDING THE CLAIM OR ACTION GIVING RISE TO THE LIABILITY. 

LIMITATIONS OF LIABILITY CONTAINED IN THESE IDV TERMS ARE IN ADDITION TO, AND NOT 

IN LIEU OF, ANY LIMITS OUTLINED IN THE SERVICE AGREEMENT. 

6.2 Acknowledgment. The Parties acknowledge that the limitations and exclusions contained in this Section 6 

and elsewhere in these IDV Terms have been the subject of negotiation between the Parties and represent the 

Parties’ agreement based upon the perceived level of risk associated with their respective obligations under 

these IDV Terms, and the payments made hereunder. Without limiting the generality of the foregoing, the 

Parties acknowledge and agree that a.) the provisions hereof that limit liability, disclaim warranties or exclude 

consequential damages or other damages or remedies shall be severable and independent of any other 

provisions and shall be enforced as such, regardless of any breach hereunder, and b.) all limitations of liability, 

disclaimers of warranties, and exclusions of consequential damages or other damages or remedies shall remain 

fully valid, effective and enforceable in accordance with their respective terms, even under circumstances that 

cause an exclusive remedy to fail of its essential purpose. 



7. ADDITIONAL TERMS 

7.1 Third-Party Terms. Company acknowledges and agrees that, in addition to the Service Agreement, these 

IDV Terms, and any other terms agreed to by the Parties, Company’s and Biometric Users’ use of the IDV is 

subject to terms and conditions of the third-party licensor of the IDV. Company agrees to such terms and 

agrees to require Biometric Users’ agreement to such terms. 

7.2 Ownership. The IDV, its materials, any product and/or service made available to Company or its end users 

by Payment Labs, and all intellectual property rights therein, are owned by Payment Labs and/or its licensors. 

All rights not expressly granted by Payment Labs herein are reserved thereby, and no rights are granted by 

implication, estoppel, or otherwise. 

7.3 Biometric Data Privacy Policy. Payment Labs use of Biometric Data of Biometric Users shall comply with 

its Biometric Data Privacy Policy, which may be found at https://www.paymentlabs.io/legal/biometric-

data-privacy-policy, a copy of which that is current as of the Effective Date is attached hereto as Schedule 1 

for convenience. Note that the Biometric Data Privacy Policy may be updated from time to time. A current 

version may be found at the aforementioned URL. Should any conflict arise between the copy of the Biometric 

Data Privacy Policy attached hereto and that found at the aforementioned URL, the version found at the 

aforementioned URL shall control. 

7.4 Entire Agreement. These IDV Terms constitute the complete and exclusive agreement between the Parties 

concerning its subject matter and supersedes all prior or contemporaneous agreements or understandings, 

written or oral, concerning the subject matter herein. Payment Labs reserves the right to amend or modify 

these IDV Terms at any time and at its sole discretion. Payment Labs will notify you of any such amendments 

by email, notices or links to notices on the Services, or other conspicuous manner. 

Your continued use of the IDV following the effective date of any amendment or modification constitutes 

your acceptance and agreement to be bound by the revised terms. If you do not agree to the amended terms, 

your sole and exclusive remedy is to cease all use of the IDV. 

7.5 Term; Survival. These IDV Terms shall be effective as of the Effective Date and shall continue in effect 

until the later of: a.) the expiration or termination of the Service Agreement; and b.) Company’s and its 

Biometric Users’ ceasing use of the IDV. The following sections of these IDV Terms shall survive its 

termination or expiration: 2, 3, 4, 5, 6, and 7. 

7.6 Counterparts. These IDV Terms may be executed in counterparts, each of shall constitute an original, and 

all of which shall constitute one and the same instrument. 

7.7 Headings. The headings in these IDV Terms are for the convenience of reference only and have no legal 

effect. 
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SCHEDULE 1 
BIOMETRIC DATA PRIVACY POLICY 

Last Updated May 23, 2023 

THE TERMS OF THIS BIOMETRIC DATA PRIVACY POLICY ARE LEGALLY BINDING. Payment Pro Logistics 

LLC (referred to herein as “Payment Labs”, “we”, “our”, or “us”), values and respects your privacy rights and recognizes 

the importance of protecting your Biometric Data. This Biometric Data Privacy Policy (the “Policy”) explains our 

practices and provides information on how and why we collect, use, and share your Biometric Data in relation to your 

use of the Identity Verification Services (the "IDV"). 

By using the IDV, you accept and agree to the terms of this Policy and consent to our collection, use, disclosure, 

retention, and protection of Biometric Data as described herein. 

 1. DEFINITIONS 

1.1 “Biometric Data” means personal data resulting from specific technical processing relating to the physical 

physiological, or behavioral characteristics of a natural person, which allows or confirms the unique 

identification of that natural person, such as information regarding facial geometry. 

2. TYPE OF BIOMETRIC DATA COLLECTED 

 2.1 Payment Labs’ third-party IDV service provider collects facial images and facial geometry information. 

 3. WHY BIOMETRIC DATA IS COLLECTED 

3.1 We use a third-party service provider to collect Biometric Data to verify the identity of end users to prevent fraud 

and theft. In certain jurisdictions we are also required to collect a photo of a government-issued ID to comply 

with rules applicable to local tax authorities. 

 4. HOW BIOMETRIC DATA IS COLLECTED 

4.1 We use a third-party service provider to provide the IDV. In doing so, said service provider captures a photo of 

your ID and your face. The service provider then compares the face geometry extracted from the photos of 

your ID and your face to securely verify your identity. 

 5. HOW BIOMETRIC DATA IS USED AND SHARED 

5.1 Our third-party IDV service provider collects your Biometric Data to verify your identity. Our third-party service 

provider does not use your Biometric Data for any purpose other than to verify your identity. Our service 

provider does not share your Biometric Data with any other third party. We can view a copy of the photographs 

of your ID and your face to help process your check-in and comply with our legal recordkeeping requirements. 

We may access and disclose a copy of your ID to third-parties as necessary to enforce any contractual terms, 

as may be required by and in order to enforce applicable laws and regulations, as requested by any judicial 

process or governmental agency, to protect the safety and lives of people, to protect our rights or property, to 

prevent fraud and upon its detection, to combat money laundering, and with your consent. We do not have 

access to your facial geometry data. 



 6. HOW LONG BIOMETRIC DATA IS RETAINED 

6.1 Our IDV service provider deletes your Biometric Data within two weeks after your ID has been verified. Payment 

Labs may store a copy of your ID for up to two (2) years from your last interaction with Payment Labs. 

Payment Labs does not otherwise retain any Biometric Data. 

Payment Labs and our IDV service provider implement and maintain reasonable security measures to protect 

your Biometric Data from unauthorized access, disclosure, alteration, or destruction. These measures may 

include encryption, access controls, secure storage, and regular security assessments. 

 7. HOW BIOMETRIC DATA IS DELETED 

7.1 Payment Labs’ and its IDV service provider permanently erase your Biometric Data at the end of the retention 

period described above such that it cannot be recovered or reconstructed. 

 8. OTHER TERMS 

8.1 Payment Labs may update or modify this Biometric Data Privacy Policy from time to time. Any changes will be 

posted on our website, and the "Last Updated Date" at the beginning of this Policy will reflect the date of the 

most recent revision. This Policy is effective as of the date first set forth above and is subject to change without 

notice. 

8.2 If you have any questions or concerns about this Policy or our handling of biometric information, please contact 

us at: 
Payment Pro Logistics LLC 
14403 Tiara Street Unit 8 
Van Nuys, CA 91401 USA 
Phone: +1 833-457-5227 
Email: privacy@paymentlabs.io 
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